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Executive Summary

The Workshop on the Role of the Nuclear Physics Research Community in Combating Terrorism,
convened in Washington D.C., July 11-12, 2002, brought together scientists from the nuclear science
research community and many representatives of U.S. government agencies charged with protecting
the nation in an attempt to generate new ideas and new connections for nuclear science in the service
of national needs. The workshop was organized and sponsored by the Department of Energy (DOE),
Office of Science, Division of Nuclear Physics and included scientists supported by the Division of
Nuclear Physics and by the National Science Foundation (NSF—Physics Division), the two principal
federal agencies charged with supporting the Nation’s basic research in nuclear physics. This report is
based on discussions by the Workshop’s two working-groups—Conventional Explosive and Weapon
Detection, and Radiological and Nuclear Threats—and on the Workshop’s poster presentations. It
covers a broad expanse of topics ranging from the very speculative to technologies that have been in
the national and homeland defense research portfolios for years. The primary objectives of the
workshop focused on communication:

e introduce scientists in the nuclear physics research community to the technological challenges
of combating terrorism facing U.S. government organizations charged with protecting the
nation,

¢ introduce leaders of U.S. government organizations to the capabilities of the nuclear physics
research community for addressing the technological challenges to combating terrorism, and

¢ understand the mechanisms and opportunities for involvement of the nuclear physics research
community on problems related to preventing terrorism.

An overview of the full report may be obtained by reading the first three sections, 1. Introduction,

2. Summary of the Working Group Reports, and 3. Recommendations. Sections 4 and 5 cover the
more detailed discussions of the working groups and refer to a large quantity of tabulated information
in references, tables, and appendices. For convenience we include the principal recommendations
below. Section 3 elaborates on these recommendations. A color version of this document can be
found at the DOE Nuclear Physics Division Website
(http://www.sc.doe.gov/production/henp/np/index.html).

Recommendations

A. The basic nuclear physics research community has much to contribute to the quest for new science
and technology for combating terrorism.

Recommendation A: The basic nuclear physics community should increase its involvement in
counterterrorism research.

B. The basic nuclear physics community is a unique national resource in the experimental,
theoretical, and computational methods of nuclear physics.

Recommendation B1: The DOE Division of Nuclear Physics, the Physics Division of the NSF
and the APS/DNP should explore ways of better communicating to all interested groups and
agencies the knowledge of nuclear physics and the broad range of expertise that resides within
the basic research community.

Recommendation B2: A special effort needs to be undertaken to ensure that the nuclear data
needs for the development of counterterrorism measures are thoroughly identified and
promptly addressed.

v
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C. To quote from the 2002 National Academies’ study, Making the Nation Safer: The Role of Science
and Technology in Countering Terrorism: “Indeed, America’s historical strength in science and
engineering is perhaps its most critical asset in countering terrovism without degrading our quality of
life.... The nation’s ability to perform the needed short- and long-term research and development

rests fundamentally on a strong scientific and engineering workforce. Here there is cause for concern
as the number of American students interested in science and engineering is declining, as is the
support for physical science and engineering research.”

Recommendation C: The federal support of the basic physical sciences must ensure that the
nation has an effective future workforce trained in the full spectrum of technologies related to
the mission of countering the terrorist enemy.



1. Introduction

The methods of nuclear science are applicable to a wide variety of problems that face a nation trying to
counter the threats of terrorism. The technologies associated with nuclear arms control and safeguards
associated with nuclear power have been in place for decades. Nuclear technologies have also been
applied to the detection of conventional explosives, with a resurgence of interest in the past 15 years in
response to threats to commercial aviation.

The terrible events of September 11, 2001, have made it abundantly clear that there are new terrorist
enemies and that it is timely to ask the question, “Are there new nuclear-physics-based technologies
developed by the basic-research community that can help mitigate their threats?” It is equally important to
ask, “In what new contexts can a deployment of the techniques of nuclear physics help reduce the threat
of terrorism?”

The Workshop on the Role of the Nuclear Physics Research Community in Combating Terrorism,
convened in Washington D.C., July 11-12, 2002, brought together scientists from the nuclear science
research community and many representatives of U.S. government agencies charged with protecting the
nation in an attempt to generate new ideas and new connections for nuclear science in the service of
national needs. The agenda for the workshop is given in Appendix I; the agencies represented are listed in
Appendix II.

The workshop was organized and sponsored by the Department of Energy (DOE), Office of Science,
Division of Nuclear Physics and included scientists supported by the Division of Nuclear Physics and by
the National Science Foundation (NSF—Physics Division), the two principal federal agencies charged
with supporting the Nation’s basic research in nuclear physics. Attendance at the workshop was by
invitation only, but with a broad solicitation made for participation by all of the universities and national
laboratories involved in the basic nuclear physics research program. The solicitation included a request
“to describe current or proposed projects relevant to combating terrorism.” These submissions, which
represent a sample of the community’s capabilities, were then presented at the workshop’s poster session.
The poster presentations (Appendix III) formed the basis for the working groups that met the second day
of the workshop. The working groups focused on two areas of technology: Conventional Explosive and
Weapon Detection, and Radiological and Nuclear Threats. Both groups (memberships are listed in
Appendix IV) had experts in a range of nuclear-physics technologies—detectors, accelerators, theory,
simulation tools—as well as three representatives from agencies with knowledge and responsibilities for
protection of the public. We also note the active participation of a number of nuclear physicists from the
private sector, universities, and the national defense laboratories, who had extensive experience working
with many of the agencies represented at the workshop.

The primary objectives of the workshop focused on communication:

e introduce scientists in the nuclear physics research community to the technological challenges of
combating terrorism facing U.S. government organizations charged with protecting the nation,

e introduce leaders of U.S. government organizations to the capabilities of the nuclear physics
research community for addressing the technological challenges to combating terrorism, and

e understand the mechanisms and opportunities for involvement of the nuclear physics research
community on problems related to preventing terrorism.

This workshop was a strong first step toward achieving these objectives. Additional effort and wider input
from the basic nuclear physics research community are needed in order to benefit the nation and its
homeland security needs.

1/54



Because of the short time scale for the call for poster submissions, the short duration of the workshop
itself, and the complexity of the new security issues facing the nation, we did not attempt to endorse new
technology or to assign priorities to research and development (R&D). We note that prototype inspection
systems employing some of the techniques discussed have been extensively examined by the National
Academy of Sciences and other review processes, sometimes with the recommendation that the
technology needed further development before finding service in the field. A discussion of a wide variety
of potential techniques was carried out, in part to set the context for members of the basic research
community who had not been actively working in these areas. All workshop participants recognized the
difficulty of translating new and emerging technologies from the laboratory to actual devices for the
protection of the public.

Sections 2 (Summary of the Working Group Reports) and 3 (Recommendations) of this document
provide a short overview of the important conclusions and recommendations that followed from
discussions that took place at the workshop’s parallel sessions and the subsequent interactions with the
two writing groups. The short form of this document is thus Sections 1-3 plus the appendices. A more
detailed discussion of the issues can be found in Sections 4 and 5 that describe the deliberations of the
two working groups. These sections also contain additional references and tabular summaries of nuclear
inspection techniques.

2/54



2. Summary of the Working Group Reports

Nuclear physics has provided many of the techniques and tools applicable to national defense for decades.
Since September 11, 2001, the context of national defense has, however, taken on a greatly expanded
range of opportunities for the applications of the technology of nuclear physics. An important objective of
the workshop was to explore the potential application of the more recent technological advances of the
basic nuclear physics community to the new needs of national and homeland defense. Table 1 summarizes
the relevant capabilities of the community.

We have chosen to highlight a few techniques as “sidebars” to give examples of promising territory for
further development. This section, as well as the more detailed discussions presented in Sections 4 and 5,
is intended to elicit further inquiry, investigation, and contact both from the basic nuclear physics
community and the government agencies charged with protecting the nation. References in this section
(marked with {}) refer to the poster presentations (Appendix III).

A. Improvements in Accelerator-Based Radiation Sources

The search for conventional explosives often involves active interrogation of luggage, containers, and
vehicles using accelerator-based sources of x-rays, gamma rays, and neutrons. Active interrogation is also
required in the search for special nuclear materials (SNM) such as highly enriched uranium (HEU, greater
than 20% concentration of ***U) which is only slightly radioactive.

Advancements in accelerator technology are the lifeblood of a large array of DOE Office of Science and
NSF research facilities. Thus, it is not surprising that recent advances in this area could potentially have a
large impact in counterterrorism applications.

Neutron-Based Inspection Techniques in Service of Counterterrorism

The key to distinguishing explosives from benign material is the use of High-energy x-ray image
elemental analysis. While x-ray-based systems (in particular,
computerized tomography) can give high-precision charge density ) )
measurements with high-resolution three-dimensional images, these e Can't see behind engine

systems provide at best only gross information about the elemental . Can't distinguish concealed explosives
content of the inspected item (low atomic number, Z, vs. high atomic
number). Neutron interrogation offers the possibility of measuring the
elemental density of most elements in materials. Of particular interest in
the detection of conventional explosives are the densities of (in order of
importance) nitrogen, oxygen, carbon, and hydrogen.

. Requires operator to decide

Various neutron-analysis techniques are at different states of
development, ranging from conceptual design to operational status. The
choice of the technique to employ is highly dependent on the nature of the
inspection problem. Pulsed Fast Neutron Analysis (PFNA) is one of the
promising techniques for cargo inspection for explosives and contraband.
PFNA uses a nanosecond-wide pulsed and collimated beam of mono-
energetic neutrons. The inspected object is scanned by moving the
collimated beam up and down in a vertical plane (rastering) while the
object is moved horizontally. The neutrons interact with the nuclei of the
inspected object to produce characteristic gamma rays and the time-
dependant gamma-ray spectrum can be unfolded to create a three-
dimensional map of the object. The characteristic energy spectra for the
gamma rays emitted by key elements are shown. Such spectra are
combined to produce unique material signatures, which are stored in
computer libraries and used for automatic material identification. Typical
images obtained in the inspection of a truck with high-energy x-rays and a
car carrying explosives with PFNA are compared (right).

X-ray and neutron images of motor vehicles. The
neutron image (below) can highlight suspected
explosive material with elemental analysis.

PFNA automatically and precisely locates
concealed explosive behind engine and among
cargo in rear of automobile
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Nuclear Resonance Fluorescence in Material Detection and Object Imaging

All nuclei have characteristic excited states at energies
that are unique. Many of these states have strong
probabilities for electromagnetic excitation and can
usually be found in the lowest 7 MeV. By using a beam of
photons that is continuous in energy (bremsstrahlung),
one ensures that there are photons at all energies and all
elements in the beam can be excited to their
characteristic states (resonance absorption). These
states then decay mostly back to the ground states with
the emission in all directions of photons of the
characteristic energies (resonance fluorescence or
resonant gamma scattering). Detecting these
characteristic photons provides a signal that identifies the
elements in the sample uniquely. Collimating both the
photon beam and the viewing direction of the detectors
provides spatial imaging. An object can be identified by
its spatial position and its elemental composition.

The resonant absorption makes a “hole” in the
transmitted spectrum of photons and this is also a signal
of great importance. Typically, for a 5-MeV photon the
resonant cross section has a peak value of about 500
barns (10* cm?), depending on the angular momentum
of the states involved. Because of thermal Doppler
broadening, the effective peak cross sections are
typically reduced by a factor of about 200, depending on
the photon energy, but these resonant nuclear cross
sections are still significantly larger than the photoelectric,
Compton, and pair-production cross sections that
normally absorb photons out of the incident beam. The

Sample Detector Spectra of Resonance Fluorescence
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DE - Double Escape Peak
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Resonance fluorescence gamma-ray spectra of glass

resonant absorption that makes these “holes” can be
measured by detecting the resonant fluorescence
(scattering) of the transmitted beam by a sample that
contains all the elements of interest. A separate shadow
image results for each resonant energy. Each image is like a
standard x-ray shadow image, but now each of these images
is element-specific. For a single object, these element-
specific images all coincide in the shadow.

Material Identification & Object Imaging
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¢ Neutron Generators

Substantial advances in neutron-source technologies are expected in the next five years. Commercial
suppliers of portable neutron generators are making sources more compact and more reliable at an
impressive pace. Over the next few years the lifetime of sealed-tube deuterium-tritium (DT) neutron
generators is expected to increase from about 1000 to 3000 hours. Compact sealed-tube sources are
well suited for portable systems such as those being used for searching for car bombs. Greater output
of neutron sources will increase the stand-off distance of the detection system. Source development
work {15} holds the promise for increases in neutron intensities about a thousand times greater than
what is commercially available today. Similarly, basic research in increasing the primary intensities
of electrostatic {10} or other charged-particle accelerators could lead to increased neutron intensities
via the D(d,n) reaction while retaining the characteristic high beam quality, energy, and time
resolutions: This will further advance the high performance neutron-based inspection systems.

Table 2 summarizes current neutron inspection technology.

Terahertz Imaging and Nuclear Accelerator Development

Terahertz (THz, 10" Hz) electromagnetic radiation in the
frequency range 0.1-10 THz is the new frontier in imaging science
and technology. Terahertz beams can penetrate plastic, concrete,
and other common materials, and can recognize and identify
biologic and plastic materials as well as concealed weapons.
Terahertz waves have been used to characterize the electronic,
vibrational, and composition properties of solid-, liquid-, and gas-
phase materials.

Until recently, initiatives and advanced technological
developments in the THz band have been limited for high-power
applications such as imaging. However, a high-power (100s of
Watts) source using coherent synchrotron radiation emission from
subpicosecond bunches of electrons has been developed at the -

Thomas Jefferson National Accelerator Facility based on S IEE RS RS GUE T S AL
technology developed for nuclear physics research. This

development will allow full-field, real-time, image capture. Spot the knife? Millimeter waves, close to THz,
show their ability to see through clothes and
paper.

Unlike many other forms of radiation, THz beams are nonionizing.
This gives them a unique counter-terrorism niche, and makes
them extremely well suited for inspecting packages and people for
concealed chemical and biological weapons, plastic explosives, or
other contraband. They could also be used for through-wall
imaging, or for mine detection and localization.

Superconducting acceleration cavity which was developed
at Jefferson Laboratory for the U.S. DOE Nuclear Physics
Program. These cavities have also shown great utility for

A
; - — generating high-power light from the THz to UV range for
’m_n‘f'-nm'}; e defense, industrial, and scientific applications.
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Gamma-Ray Sources

Many of the same advances in ion and electron accelerators can greatly enhance the production of
gamma rays for nuclear resonance absorption and scattering measurements {10,39,42}. Continuous
gamma-ray beams can employ the progress in basic research in electrostatic, microtron, and linear
accelerator development. Laser backscattering from electrons in storage rings, such as the Triangle
Universities Nuclear Laboratory (TUNL) High-Intensity Gamma-ray Source (HIGS) facility at Duke
University {42}, can now provide high-intensity monochromatic photon beams with energies in the
tens of MeV range appropriate for active interrogation. This facility is a significant advance for basic

nuclear data measurements relevant to photon interrogation.

e Other Accelerator-Based Radiation Sources

The Jefferson Laboratory (JLAB) energy-recovering free-electron laser (FEL) {40} is opening new
industrial possibilities in high power using high-power ultraviolet, infrared, and electron radiation for
material processing such as the preparation of antimicrobial surfaces. JLAB has also created a potent
source of terahertz radiation that could significantly advance the capability for imaging hidden
weapons or explosive packages {1,38}.

B. Improvements in Gamma-Ray Detection

In recent years spectacular advances have been made in the detection of gamma rays using large arrays of

high-resolution intrinsic germanium crystals. The largest of these, Gammasphere, uses 110 germanium
crystals to obtain unprecedented sensitivity. The newest development from the research community is
gamma-ray energy tracking to greatly increase the efficiency and resolving power of germanium detector
arrays {5, 13}. The tracking project involves the development of segmented germanium detectors, digital
signal processing electronics, and fast algorithms. Gamma-ray tracking promises orders-of-magnitude
improvement in weak signal detection for nuclear spectroscopy. Its application to homeland-defense

Very Large Area Neutron Detector (VLAND)

The design of VLAND is based upon new technologies developed
for neutrino physics experiments such as the Liquid Scintillator
Neutrino Detector (LSND) experiment at Los Alamos. The concept
employs large neutron detection modules filled with mineral oil and
scintillator and instrumented with photomultiplier tubes (PMTs) to
provide significantly improved solid-angle coverage at reduced
cost as compared to competing technologies. This would allow the
detection of neutron-emitting materials or devices in venues such
as highways, tunnels, bridges, airports, border crossings, or
nuclear facilities. The applications are in a) detection of smuggled
neutron-emitting special nuclear materials (SNMs), such as
weapons-grade plutonium and certain uranium compounds, b)
terrorist nuclear-weapon threat detection, and c) weapon
accountability.

The characteristic that makes VLAND unique is the ability to
fabricate very large area detectors cost effectively. As the likely
targets of interest would emit low fluxes of neutrons and would be
detected at relatively long distances with short dwell times, any
effective neutron detection system would be detected at relatively
long distances with short dwell times, any effective neutron
detection system would need to have a large surface area. Recent
neutrino physics experiments have successfully instrumented with
PMTs from tens to thousands of tons of liquid scintillator detectors, The liquid scintillator neutrino detector at Los Alamos.
which detect the light emitted from the incident neutron as well as

the light from the subsequent neutron capture with high efficiency.

The technology is now sufficiently mature that an eight-inch

diameter PMT costs less than a thousand dollars and can be

expected to operate unattended for more than ten years.
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problems could be equally significant, given dedicated R&D coupled with realistic simulations of the
possible contexts of a more complex technology.

A technological step beyond gamma-ray tracking with germanium is the development of a Compton
telescope with electron tracking and photon conversion. Conceptually, with the advent of microposition
detectors (silicon, gas filled, etc.) and highly miniaturized electronics with distributed intelligence, such a
detector could be built today. Indeed, collaborations at several institutions have active research programs
including applications to gamma-ray astronomy and nuclear nonproliferation. Scalability to large volumes
and cost are issues that need to be addressed in the context of particular applications.

For years the nuclear research community has recognized the need for gamma-ray detectors whose
performance lies between that of germanium diodes and sodium iodide scintillators. One approach under
development is large-volume, high-pressure inert gas (such as xenon) ionization chambers {9}. These
promise high sensitivity and relatively low cost with an energy resolution better than sodium iodide, but
less than germanium.

Finally, we note the development of a field-portable germanium detector system {20} that uses a small
low-power Stirling-cycle cooler, instead of liquid nitrogen, to achieve the required operating temperature.
At the present stage of development, there is degradation in energy resolution of about a factor of two.

Table 3 summarizes the current gamma-ray detection technology.

Automotive Air filters Determine the Extent and Severity of a Nuclear Terrorist Attack

In 1986, the Chernobyl incident spread a cloud of
radioactivity around the world. As far away as
California, automotive air filters were found to be
nearly as effective as dedicated sampling stations
in detecting this radioactivity in the air.

Public service Vehicles
are excellent air
sample collectors
since they typically are
concentrated in
population centers and
are driven in well-
documented patterns.
Police departments are

Rather than deploy a widespread series of
dedicated air sampling stations to search for
nuclear, chemical, or biological agents in the air,
we prefer the less expensive, but equally

effective, use of automotive intake air filters as - the first response
sample collectors. Hundreds of lead-shielded teams to any disaster.
gamma-ray spectrometers exist at universities, Spectrum from a lypical Car Filter

national laboratories, and reactor facilities. These [ T T T T T

A national network of

facilities can serve as primary analysis centers. 260 ;i* Be | I I I ] air sampling and
The examination of 150 automotive air filters at l Cosmogenic analysis centers can
the low-background facility at Lawrence Berkeley 240 | t 1 be established in a
National Laborator;/ has detected the naturally w [ Filter Paper matter of months
occurring 'Be and “'°Pb, verifying the Z o0 - 40K i - 1 | utilizing public-service
performance of these filters. Activities expected 3 EH d vehicle air filters as
. ¢ Radon
from a terrorist attack would be orders of _ 2 60 biopp | . | ! . ) sample collectors and
magp[tude greater than these naturally occurring o 4 existing laboratory
activities. Bz ' Fallout ! - - 1| facilities for analysis. A
c t Wog ] pilot program could
3 ol | 8o . . | consist of ten
[ e metropolitan areas.
- dandisi o I 1 L i

L] 500 1000 1500 2000 2500 3000

Gamma-ray Energy

Every car on the road is a potential mobile air-sample collector!
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C. The Search for lllicit Nuclear and Radiological Materials

The development of cheaper, more versatile (with on-board intelligence), and efficient neutron detectors
has the potential for large impact in many areas of counterterrorism. It is absolutely crucial for the most
difficult mission—the (active) detection of special nuclear material, the most insidious of which is HEU
because of its low specific activity.

The nuclear physics and high-energy physics communities have pioneered very large volume (kiloton)
detector technology in recent years with the development of detectors for neutrino physics {25}. These
include water Cerenkov detectors and liquid scintillator tanks viewed by large (8-inch diameter) but
comparatively inexpensive photomultipliers. With suitable modification this technology could be applied
to both neutron and photon detection. The combination of inexpensive materials and construction
techniques that are versatile (many possible configurations) and robust bodes well for new applications
such as those indicated in the recommendations of the recent National Academy of Sciences report,

Gamma-Ray Tracking

Gamma-ray tracking using high-purity germanium detectors with segmented electrodes yields huge improvements in
signal-to-background ratios. Shown below are results from a collaboration involving Argonne National Laboratory,
AMETEC/ORTEC, Naval Research Laboratory, DePaul University, University of Massachusetts, and Purdue University.
Here two planar segmented-electrode germanium detectors, shown schematically at the left, are used to determine the
“Compton circles” for gamma-rays emerging from a point source. The intersection of three or more circles determines the
source location as is shown at the right.

Schematic layout of gamma-ray tracking
system

IIII|IIII 11
-50 0 50

Position (cm)

-100

Compton circles from the gamma-ray tracking system at
the Naval Research Laboratory. Source is located 120 cm
from the detectors.

The technique works best for relatively high-energy photons (~ 1 MeV) where signals are large and Compton scattering is
the dominant interaction process. Current applications include computer-assisted tomography, high-resolution absorption
mapping, and high-resolution emission maps.
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Making the Nation Safer: The Role of Science and Technology in Countering Terrorism.' We quote
recommendation 2.6, “A focused and coordinated near-term effort should be made by the DOE, through
its National Nuclear Security Administration, and by the Department of Defense, through its Defense
Threat Reduction Agency, to evaluate and improve the efficacy of special nuclear material detection
systems that could be deployed at strategic choke points for homeland defense.”

Radioactive substances including some forms for SNM advertise their presence by gamma-ray emission.
But when surrounded by heavy shielding such as lead, the detectable activity is reduced many orders of
magnitude. However, the presence of the shielding itself could be an indicator of a smuggling attempt.
Absorption radiography with high-energy x-rays or gamma-rays is useful in this context if the object to be
interrogated is not very thick. However, a new concept {24}, which uses the natural and very penetrating
but weak flux of cosmic rays muons may add an additional advantage in circumstances where longer
inspection times (to accumulate statistical precision) are permitted.

D. Forensics and Attribution
e Accelerator-Based Techniques

Identifying the origin of terrorist materials could be assisted using a number of accelerator-based
techniques {2, 4, 33}. Accelerator mass spectroscopy (AMS) yields trace isotopic ratios of material

Gamma-Ray Spectroscopy—A Tool for Basic Research and Security Applications

Advances in gamma-ray spectroscopy have enabled major
discoveries in basic nuclear physics, while making critical
contributions to medical imaging, characterization of radioactive
materials, and nuclear safeguards. Central to these achievements
has been the development of advanced nuclear instrumentation.
Starting in the 60s, the basic research community developed
spectrometers based on germanium detectors for many
applications, replacing the earlier Nal(Tl) detectors. These detectors
provide much higher energy resolution for radioisotope identification
and high selectivity above background—the trade-off being higher
cost, limited crystal size, and need to operate cryogenically. Since
the 80s arrays of germanium detectors have evolved to their current
47 scale, as shown by the 110 element Gammasphere detector—
seen being worked on by two technicians.

However, for gamma-ray identification in the field, e.g., by first Gammasphere
responders to a radiological or nuclear threat, portability and ease
of operation are essential. To go from a Gammasphere-scale
device to a hand-held detector requires a team approach involving
both science and engineering. For example, a portable
spectrometer, CRYO-3 (at right), recently developed, has light
weight (10 Ibs.), requires low power (15 W DC) and is long-lived (6
months before a 4-day warm-up/cool-down cycle). Current R&D
efforts in developing detectors with higher efficiency, lower-
background and better position and directional sensitivity will have
application in many applied areas.

CRYO-3

! http://books.nap.edu/books/0309084814/html/39.html#pagetop
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that may be unique to a particular material-processing path. Measurement of isotopic ratios as low as
5x10"7 has been demonstrated for some elements. Detection of actinide isotopes with concentrations
as low as 10® atoms/gm has also been demonstrated. Most of this work has taken place at large
complex heavy-ion linear accelerators or high-voltage tandem accelerator facilities. Recently,
detection of ***Pu was demonstrated at a small 3 MV tandem AMS facility. AMS also has potential
use in the identification of nuclear fuel reprocessing by monitoring the trace concentrations of **C1 or
Kr in air samples. AMS with these isotopes requires the use of relatively large (10-30 MV) heavy-
ion accelerator facilities in order to clearly separate the trace isotopes from stable isobars. At this
time, the use of existing, complex heavy-ion accelerator facilities is the only option for these AMS
measurements. Another new technique for high-sensitivity mass spectroscopy is the atom trap trace
analysis (ATTA) system. Low-level detection of *Kr has already been demonstrated with ATTA.

An entirely different approach that is applicable even to molecular species is the multipass time-of-
flight mass spectrometer {34}. With this device it is possible to distinguish more than 90% of all
organic substances from each other without the use of time consuming chromatographic techniques.

Low-Background Counting

The detection of nuclear reactions induced by neutrinos and the search for extremely rare decay

processes such as double nuclear beta decay has been made feasible in the past decade by the

impressive confluence of new techniques {23}.

These include:

o few-atom, high-purity chemical separations,

o ultra-low-level gas counting systems constructed of materials nearly free of natural radioactive

contaminants,

Nuclear Data for Homeland Defense and National Security

US Nuclear Data Program: Status

Mission. Collects, evaluates, and disseminates nuclear physics
data of critical importance for basic research and nuclear-
technology applications

US Nuclear Data Program. Involves national labs and
universities; main product is nuclear structure database
(ENSDF); sponsored by DOE-SC (26 FTE, $4.6M, FY2002).

Cross-Section Evaluation Group. Involves national labs,
universities, and industry; main product is nuclear reaction
database (ENDF), sponsored by DOE-SC, -NM, -NNSA.

National Nuclear Data Center. Core U.S. nuclear data facility,
coordinates U.S. activities, archives, and disseminates
databases.

National Resource. Nuclear databases contain data from more
than 50 years of worldwide research in low-energy nuclear
physics; they are both a national resource and a national
treasure.

Importance for Homeland Defense.

Structure database (ENSDF) represents basis used to identify
radioactive materials, including most popular Table of Isotopes
(LBNL) and Nuclear Wallet Cards (BNL).

Reaction database (ENDF) is indispensable for all neutronics
calculations, including widely used Monte Carlo simulation code
MCNP (LANL).

US Nuclear Data Program: Initiative
Safeguards and NM Management.
Shorten update cycle for ENSDF.

Improve ENDF data to assess production of illicit nuclear device
with 2'Np.

2.0__ T T T T T 1
5 CSISRS/ENDF data
E 1.5 B
g for 2/Np(n,n')
5
'aa 1.0 B
&
&
9 0.5~ e -
O | |T e sl
[ f-——— CEWDL-2 e TS
ol |— - — JEHDL-3 e _ ]
N C
Incident Neutron Energy (MeV)

10/54




near zero background germanium and scintillator detectors, and

deep underground laboratory facilities where cosmic-ray backgrounds are reduced by many
orders of magnitude.

This technology has led, for example, to the measurement of the neutrino flux from the Sun
where a few tens of atoms of 'Ge are produced per month in 30 to 60 ton volumes (~10°° atoms)
of gallium metal. These few ’'Ge atoms are then chemically extracted and their electron capture
decays counted with close-to-zero background. There are numerous conceivable applications of
this technology where samples collected at sites suspected of harboring illegal activities could be
expedited to dedicated facilities. The technology is largely in hand; its application to national-
security concerns remains to be developed.

E. Nuclear Data and Simulation

It is likely, given the large scope of counterterrorism measures to be implemented, that there are major
gaps in our knowledge of essential nuclear data. As an example, consider the accurate determination of
the critical mass of 2*’Np {26}. Neptunium-237 is a possible candidate for construction of an illicit fission
device, being outside of the International Atomic Energy Agency (IAEA) Special Nuclear Materials
Atomic Energy Act (1954) and its amendments. Substantial improvements in nuclear data are needed for
determining the critical mass of >*’Np and assessing its potential terrorist threat.

Nuclear databases and the supporting infrastructure built up over several decades are a significant
contribution of basic nuclear physics to national security. These high-quality, standardized, and validated
databases and the nuclear data evaluation community that can integrate experimental and nuclear
theory/models to produce them are major resources.” In the context of counterterrorism, they are crucial
components in passive and active interrogation schemes for detection of nuclear materials. They also play
an important role in emergency response “home-team” code simulation capabilities to model (and render-
safe) potential proliferant nuclear devices.

The uses of advanced simulation tools, such as the CERN package, GEANT, and the Los Alamos
package, MCNP, that model the transport of radiation through complex assemblies of material is nearly
ubiquitous in modern nuclear and particle physics experiments. Realistic models lend themselves to the
optimization of almost any hypothetical counterterrorism situation consisting of a radiation source,
detector, target, and a complex configuration of extraneous or background materials. This expertise
should be sought in connection with proposal reviews and conceptual design studies of proposed
counterterrorist systems.

? For example http://www.ndc.bnl.gov and http://www.ie.lbl.gov.
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3. Workshop Recommendations

During the short time available for interaction between the nuclear physics research community and
representatives from the federal agencies, it was possible to glean some important observations and
recommendations:

A. The basic nuclear physics research community has much to contribute to the quest for new science and
technology for combating terrorism.

Recommendation A: The basic nuclear physics community should increase its involvement in
counterterrorism research.

There are clearly new venues where state-of-the-art technologies could be applied. Interested nuclear
scientists should establish contacts and collaborations with knowledgeable personnel whose missions
could be impacted by new techniques.

Funding for counterterrorism research is likely to go to specific government agencies with missions to
protect the public. To accomplish the above goal, interested investigators involved in basic nuclear
physics should seek new funding for applied research from the appropriate agencies. The large number of
agencies with counterterrorism R&D responsibilities can be a bewildering barrier for research scientists
trying to find their niche. The situation is likely to change rapidly as the Congress and the Executive
Branch form the blueprint of the Department of Homeland Security. A central clearing-house for
counterterrorism R&D proposals could enhance the ability of the basic-research community to become
involved and could increase communication. Ideally there will be a symbiosis of effort provided the basic
and applied projects have tools and technical resources in common.

B. The basic nuclear physics community is a unique national resource in the experimental, theoretical,
and computational methods of nuclear physics.

Recommendation B1: The DOE Division of Nuclear Physics, the Physics Division of the NSF and
the APS/DNP should explore ways of better communicating to all interested groups and agencies
the knowledge of nuclear physics and the broad range of expertise that resides within the basic
research community.

The basic nuclear physics community should organize and strengthen its involvement in communicating
the methods of nuclear physics applicable to homeland and national defense. The expertise of the research
community could be put to use in many areas ranging from peer review of technical proposals submitted
to federal agencies, to advising and training local fire departments and police forces on the principles of
nuclear physics and the use of radiation detectors. DOE and NSF should consider hosting a second
workshop in the summer of 2003 to reexamine the application of the new techniques of nuclear physics to
the rapidly changing landscape of homeland-defense challenges.

Recommendation B2: A special effort needs to be undertaken to ensure that the nuclear data needs
for the development of counterterrorism measures are thoroughly identified and promptly
addressed.

C. To quote from the 2002 National Academies’ study, Making the Nation Safer: The Role of Science and
Technology in Countering Terrorism: “Indeed, America’s historical strength in science and engineering
is perhaps its most critical asset in countering terrorism without degrading our quality of life.... The
nation’s ability to perform the needed short- and long-term research and development rests
fundamentally on a strong scientific and engineering workforce. Here there is cause for concern as the
number of American students interested in science and engineering is declining, as is the support for
physical science and engineering research.”
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Recommendation C: The federal support of the basic physical sciences must ensure that the nation
has an effective future workforce trained in the full spectrum of technologies related to the mission
of countering the terrorist enemy.

The nuclear physics research community develops scientific knowledge, technologies and trained
manpower that are critically needed in developing a technically world-class and knowledgeable
workforce that can effectively combat terrorism. A significant fraction of the scientists awarded Ph.D.
degrees in nuclear physics follow career paths to defense-related nuclear research. * More specific
examination of the complementary relationship between nuclear physics research and homeland security
may further enhance the perspective of this future workforce. For example, universities and colleges
might consider discussing this relationship within their current or future curriculum. This topic could also
be incorporated into the meetings and summer schools of the American Physical Society’s Division of
Nuclear Physics (APS/DNP).

3 For example, the directors of the three DOE defense laboratories have Ph.D.s in nuclear physics—Paul Robinson,
Ph.D. Florida State University, Sandia National Laboratory; John Browne, Ph.D. Duke University, Los Alamos
National Laboratory; Michael Anastasio, Ph.D. State University of New York, Stony Brook, Lawrence Livermore
National Laboratory.
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4. Report of the Conventional Weapons and Explosives Working
Group

Conventional weapons and explosives are the most ubiquitous of the terrorist’s threats. Daily news
reports from around the world highlight the physical and psychological damage that such weapons can
inflict on a nation. While the hypothetical impact of nuclear or biological attacks may be more far-
reaching, graphic recent examples in the United States, including the September 11, 2001, attacks on the
World Trade Center and the Pentagon, and the Oklahoma City bombing, are vivid evidence of the
destructive power of conventional threats.

The talents of nuclear scientists and the tools, techniques, and basic data of nuclear physics have
extremely important roles to play in countering the terrorist threat. Table 1 lists a number of capabilities
of nuclear science that could and should be brought to bear on these problems. In many cases,
examinations of nuclear techniques in, for example, airline safety have been underway for some time as
evidenced by a variety of National Academy studies and other reports [ref 4.1-4.3].

In basic terms, nuclear techniques can provide a means to determine the relative elemental and isotopic
composition of materials by remote sensing employing the high specific sensitivity of the underlying
nuclear reactions, radioactive decay properties, and nuclear detectors. Passive techniques can examine the
unique decay products of unstable isotopes, which can be enhanced with the tagging of specific elements
with radioactive tracers. For example, tagging of commercial igniters and explosives with radioisotopes
has been proposed to reduce the threat of terrorist diversion. Active techniques can nonintrusively
interrogate the inventory of stable isotopes in sealed containers. Gamma-rays, x-rays, and neutrons are
typically the probes of choice as they are able to penetrate through significant amounts of material.

Table 4 summarizes many of these techniques. In most cases, identification depends on unusual ratios of
atomic composition, such as the relative fractions of hydrogen, carbon, nitrogen, and oxygen found in
many explosives. In the other extreme, nuclear hyperfine interactions such as nuclear magnetic resonance
and nuclear quadrupole resonance measurements can provide very specific chemical sensitivities to
identify selected substances.

It is also clear from Table 1 that the tools, analysis structures, and social organization that the nuclear
community has evolved to carry out sophisticated experiments and build state-of-the-art accelerator and
detector complexes may provide skills and lessons that are extremely valuable in counterterrorism
activities. It is now possible in a rare decay experiment to identify single important events in background
of 10" similar but less interesting events. Efficient analysis of terabytes of data is required by modern
experiments. Such results require the detailed simulation of the effects of radiation in real materials and
real instruments. On this scale, the problems in identifying the potential explosive device carried by one
passenger in 500 million per year through customs may look tractable, but are clearly extremely difficult.

The range of threats under the category of conventional weapons and explosive detection is quite broad.
To focus the discussion, the working group divided into four subgroups to examine areas of significant
current and potential progress: 1) neutron-induced techniques, 2) gamma-ray-induced techniques,

3) gamma-ray detection, and 4) other applications. The first three focused on explosive detection. The
typical threats addressed involved detecting and imaging explosives in luggage and/or cargo. The
challenge is to find small (subkilogram) quantities of high explosives in suitcases and airfreight containers
(of the order of 8'x8'x10") in the presence of normal cargo and, perhaps, deceptive shielding and to find
large quantities (hundreds of kilograms) in maritime containers (of the order of 8'x8'x40"). In either case,
the scanning would have to be done in a few seconds, or in special cases, minutes.

A related problem is to equip first responders to the threat of a mysterious-possible-terrorist-infernal-
device with a portable or transportable interrogation system with which to examine the device without
moving it. Here, however, because the device would be singular, a variety of imaging devices could be
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used and longer interrogation times, leading to improved sensitivity and resolution, could be exploited. If
the device were chemical or biological in nature, ionizing radiation (at doses significantly higher than
those used for diagnostic imaging and analysis) might be able to neutralize it; if it were a bomb—
conventional, nuclear, or “dirty”—its components could be identified.

The fourth subgroup took a broader view of other potential applications of nuclear science to
conventional weapons in counterterrorism. Many of these are applications of progress in accelerator,
detector, or computational technology by the basic-research community.

The workshop identified areas where physicists doing basic nuclear research have made developments
that should be of interest for counterterrorism applications and helped basic nuclear researchers
understand how they can contribute to these vital problems of our nation. To assess the current situation,
the progress of the broader nuclear community, the counterterrorism community, and industry was
examined. The working group did not attempt to perform a detailed quantitative analysis of any of these
techniques, nor does it endorse any specific technique as most promising. The results are to identify areas
where the increased involvement of the basic research nuclear community shows promise of significant
new developments. A summary of the common threads of these discussions is presented as the last
subsection.

A. Neutron-Based Inspection Techniques for Counterterrorism

The key to distinguishing explosives from benign materials is the use of elemental analysis. While
computerized tomography (CT) x-ray-based systems can give high-precision electron density
measurements with high-resolution three-dimensional images, these systems provide limited information
about the elemental content of the inspected item (low atomic number, Z, vs. high Z). Neutron
interrogation offers the possibility of measuring the density of most elements in materials. Of particular
interest in the detection of conventional explosives are the densities of (in order of importance) nitrogen,
oxygen, carbon, and hydrogen; their ratios; and other functional relationships between them. A large body
of knowledge has been accumulated and a number of well-established techniques have been developed
for interrogating materials using neutrons over the years, especially in the last 15 years. However the full
depth of this knowledge base is not yet reflected in what is being employed by end-user systems in the
field.

This solid foundation of acquired knowledge and expertise provides the base on which new R&D
programs can be launched. Neutron-analysis techniques can be divided into two broad types: “neutrons
in-gammas out” and “neutrons in-neutrons out,”—that is those in which gamma-rays are detected and
those in which neutrons are detected. For a brief review of the field including a representative
bibliography on the topic see the article by Gozani [4.4]. Progress in neutron-based inspection systems is
directly impacted by many factors; paramount among them are advances in neutron sources, gamma-ray
and neutron detectors, advances in signal and data processing, feature analysis and pattern recognition,
and issues in government and public acceptance of the use of radiation-based systems. This section briefly
summarizes the existing neutron-interrogation techniques and the characteristics of the two primary
hardware components. Table 2 gives a quick overview of existing and studied neutron-based interrogation
techniques. The material provided here (see also [4.4]) and the vast amount of published information
attest to the breadth and depth of the science and technologies already invested in addressing the problem.

Most neutron-based analysis techniques require a high-intensity source of neutrons that is either pulsed or
emits a detectable time-correlated particle with the neutrons. The characteristics of currently available
commercial neutron sources and the techniques in which they are typically used are given in Table 5 (see
also Schulze [4.5]). With the exception of the radioisotopic sources that use the (a,n) and (y,n) reactions,
all other sources offer neutron timing capabilities.
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While extensive information is available in the literature and data archives on the fundamental properties
of these neutron sources, the existing databases on neutron source properties are not sufficient for
neutron-interrogation applications. Consequently, the need to systematically measure (or re-measure)
these properties and to accurately and comprehensively characterize realistic neutron sources for
candidate reactions such as (p,n) and (d,n) on light nuclei, including neutron yield cross sections, neutron
emission spectra, and neutron angular distributions, should be assessed.

Tables 6 and 7 summarize the detection systems used to measure the neutron and gamma-ray emissions
following neutron radiation. The main characteristics to consider when choosing the type of gamma-ray
detector to use in an inspection system are energy resolution, efficiency, cost, radiation resistance,
stability, count rate capabilities, and ruggedness. Recent progress in gamma-ray detection will be
discussed below. Commonly used gamma-ray detectors are typically large Nal(Tl) crystals and to a lesser
extent BGO, BaF,, CaF,, and plastic scintillators due to their relatively high gamma-ray detection
efficiency. Improvements in energy, time, and position resolutions and the availability of other promising
high-energy gamma detectors could significantly extend the utility and range of applications of the
current neutron-based techniques and allow for the development of new ones. Neutron detectors can be
grouped into two categories based on the detection mechanism: 1) neutron detectors based on fast neutron
interactions, like elastic scattering, and 2) those based on neutron moderation and reactions with thermal
neutrons, like (n,a). An excellent general reference on this topic has been written by G. F. Knoll [4.6].

Table 8 indicates the present broad range of applications where the various existing techniques (or those
being developed) can be applied providing significant potential security enhancements.

B. Gamma-Ray-Based Inspection Techniques for Counterterrorism

Gamma-ray beams have certain characteristics that are markedly advantageous to explosives and weapons
detection:

o Penetrability. Gamma rays in the energy region of 1-10 MeV pass through matter, especially
low-Z materials, with very little attenuation relative to other kinds of radiation. In this energy
region, photoelectric absorption has fallen sharply from its high level at lower energies, pair
production has not yet reached its high level at higher energies, and Compton scattering does not
have a large cross section. This characteristic is particularly advantageous for rapidly probing
large cargo containers, which frequently contain large amounts of low-Z material, such as food
and textiles. Of course, cargo containers sometimes contain higher-Z materials, such as
appliances and auto parts, but even these materials are usually characterized by low packing
densities, and hence amenable to interrogation by gamma-ray beams. By contrast, the ability of
neutron beams to penetrate to the center of large cargo containers is limited.

o Insensitivity to hydrogen. Gamma-ray absorption and scattering are minimal for hydrogen,
unlike the case for neutrons. This characteristic is also particularly advantageous for large cargo
containers, which often contain large amounts of hydrogenous material that tends to thermalize
neutrons and then absorb them.

¢ Low activation. Gamma-ray beams of less than 10—12 MeV induce little activation in common
low-Z materials (C, N, O, Al, Si), which have either high photonucleon thresholds (**C, '*N, '°0,
TAl, 2Si) or else lead to stable nuclei through (v, n) reactions (*H, *C, N, '"'*0, #’si, *°Si).
Gamma-ray beams of less than 7-8 MeV induce no activation in nearly all stable nuclides. Also,
secondary neutrons from (y, n) reactions do not have the high flux of a neutron beam. This is
made apparent by the fact that U.S. and overseas regulatory agencies have approved MeV
gamma-ray beams for food irradiation and they are used widely.
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e High intensity. Intense gamma-ray beams from electron linacs and microtrons are a mature
technology. Simplicity and robustness of operation make them well suited to counterterrorism
applications at air and sea ports of entry. On the other hand, the size, complexity, and cost of
these systems have thus far limited their use.

o Ease of image processing. Image processing, a vital requirement for explosives and weapons
detection, is made far easier and more reliable with high-flux beams and the high counting rates
they make possible. Spatial resolution of gamma-ray detectors is significantly higher than is the
case for neutron detectors. Millimeter resolution without distortion is feasible, and while still not
quite as fine as for x-ray film, the difference does not appear important.

e  Multi-functionality. The same gamma-ray beams that can probe unknown materials in order to
identify their isotopic composition can also serve to perform an imaging function.

e Universality. Gamma-ray beams can be used to identify any material, since photonuclear cross
sections, including those for photoneutron production and photofission (of the actinides) are
substantial (for sharp resonances and in the giant-resonance energy region) throughout the
periodic table.

o Specificity. Virtually any isotopic species is uniquely identifiable, using resonant gamma
absorption (RGA) or scattering (RGS, also known as nuclear resonance fluorescence (NRF)).

An essential criterion is creating a reliable device. Only a technology that is robust can be operationally
deployed and entrusted with our safety.

A previous Air Force Tactical Applications Center report [4.8] outlines the underlying nuclear theory and
compares and contrasts several of the gamma-ray-based techniques with regard to explosives and drug
detection. A number of the poster presentations at the workshop provided more information on specific
techniques.

There are two general classes of gamma-ray beams—monochromatic and continuous. Monochromatic
gamma-ray beams are suited to transmission measurements like RGA. They are made by nuclear
reactions of specific interest, and can be as narrow-band as the (thermally Doppler-broadened) nuclear
energy levels themselves (See Table 9). For example, the >C(p, v)'*N reaction is used to produce gammas
that are absorbed preferentially by '*N, a major component of most modern explosives. Use of compound
(layered) targets can produce more than one energy beam, so that isotopic ratios (e.g., '°O:"*N) can be
measured as well. This method thus has a high degree of specificity (for those elements for which it can
be used), and is compatible with existing elemental-ratio databases for the most common types of
explosives and drugs of abuse.

Continuous gamma-ray beams, well suited to scattering measurements like RGS and to pulsed-gamma
analysis (PGA) can be produced as the familiar bremsstrahlung from an electron beam striking a radiator,
usually a high-Z target. Because bremsstrahlung beams can be very intense, and because all elements emit
characteristic “signature” gamma rays, either from scattering or following short-lived activation, these
techniques can be used to interrogate a container to identify all of the materials contained therein by
identifying the signature energies of the gammas measured with high-energy-resolution detectors. These
methods, in addition to their specificity, thus have a high degree of universality.

Other gamma-ray beams, partly monochromatic, produced from positron annihilation in flight, tagged
bremsstrahlung, or coherent radiation from crystals (e.g., channeling radiation or coherent
bremsstrahlung), can be used for special purposes. Over the years, all of these production techniques have
been proven as sources of photons as well.
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Finally, it should be noted that both the RGA and RGS techniques (as well as the techniques based on
photofission for detection of 25U and **°Pu, as well as other fissionable materials, such as **U, 237Np, and
*! Am) depend on having precise and reliable nuclear data, including the properties of nuclear energy
levels and transitions (energy, width, multipolarity [to determine the angular distribution of scattered
photons]), photonuclear cross sections [(y, n), (v, 2n), (Y, p), (y, f)] and neutron multiplicities, and gamma-
ray attenuation coefficients. At the workshop, a series of posters from the new HIGS facility at TUNL
outlined the capability (present and future) of this facility to improve these kinds of needed input data,
using the intense, polarized gamma-ray beam produced by the Compton backscattering of photons
produced in their FEL. The capability exists for making substantial improvements to the existing body of
such data, for many crucial isotopes throughout the periodic table, especially when the HIGS facility is
able to realize its full potential in terms of intensity.

C. Gamma-Ray Detectors

Practical gamma-ray detectors measure energy lost by secondary ionizing particles produced through
photoelectric absorption, Compton scattering, or pair production interactions. The relative importance of
the three types of interaction depends on the energy of the gamma-ray and the Z of the absorber. The
three basic types of detectors used are gas-filled ionization chambers, semiconductor, and scintillation
counters. The first two types measure electrons and ions or holes produced by ionization energy loss of
the secondary particle, while the third uses photodetectors to measure light produced by scintillation
processes. Table 3 contains the characteristics of gamma-ray detectors in current use.

The choice of a detection system for a counterterrorism device is a complicated optimization of
capability, cost, and reliability. The nuclear physics community has the skills and the track record to
continue to push the state of the art in all of these three areas. Significant progress is being made. For
example, large-scale integrated circuit fabrication techniques have led to substantially reduced cost of
large highly pixelated systems, helping reduce the cost on larger systems and providing higher position
resolution for imaging techniques with increased segmentation.

To obtain the highest specificity from identified gamma-ray transitions, solid-state detectors based on
crystals of the semiconductor germanium are the choice for precision energy resolution, with a line width
characterized by AE/E~0.2%. Obtaining this resolution requires operation at liquid-nitrogen temperatures,
which has been a disadvantage for remote deployment. A recently developed germanium detector system
displayed in one of the workshop posters enables field portability for germanium detectors, by cooling the
germanium crystal to ~100K with a small low-power Stirling cycle cooler. The downside is degradation
in energy resolution to ~2 times laboratory resolution.

Current technology limits the size of the germanium crystals to cylinders ~10 cm long by 8 cm diameter.
The efficiency of the detector for high-energy gamma rays is limited by the detector volume. Nuclear
physicists have developed close packed arrays of individual detectors, i.e., Gammasphere (see sidebar on
page 9), greatly improving the detection efficiency for high-energy gamma radiation, as well as the ratio
of signal to noise. The most promising major step forward is new research to add position sensitivity to
the high energy resolution of germanium detectors [4.9]. This gamma-ray tracking technology enables
both imaging a source by detecting the direction of the original gamma-ray and significantly increasing
the total efficiency by following and summing up the multiple interactions of a gamma-ray in the crystals.
Further, background radiation can be suppressed based on directionality. To take full advantage of such
techniques requires significant digital signal processing and powerful reconstruction algorithms and
processors. Over the past few years proof-of-principle of this technology has been demonstrated. Progress
is underway on prototypes of two systems: 1) the gamma-ray energy tracking array (GRETA) [4.9] is a
large-volume germanium detector array with position resolution of 1 mm, and good efficiency for high
energy gamma rays and 2) double-sided planar germanium X-Y strip detectors are thin (2 cm) germanium

18/54



detectors, recently capable of depth resolution. In this system, position resolution is about 1 mm.
Efficiency is obtained by stacking frames of x-y strip detectors.

Scintillation crystals, such as Nal and BGO have been the workhorses of industrial gamma-ray detection
as they offer large volumes and energy resolution of ~6—8%. These scintillators are also very efficient,
especially for high-energy gamma radiation. There is an ongoing basic research effort to develop new
scintillating materials to improve the performance or reduce the cost for specific applications.

Plastic and liquid scintillators offer large volume at the expense of energy resolution. Physical
segmentation gives the possibility of rough position resolution, and the large volumes enable sum energy
spectroscopy. Plastic and liquid scintillators are sensitive to neutrons as well as gamma-rays. Pulse-shape
discrimination can distinguish neutron and gamma-ray events.

D. Other Nuclear Techniques: Nonionizing Techniques, Safeguards, and Forensic
Applications

This subgroup gathered information regarding a variety of proposals not directly involving interrogation
with ionizing radiation. Here a few attractive ideas and relevant work of interest are highlighted.

New imaging science initiatives and advanced technological developments in the terahertz (THz)
electromagnetic radiation band were discussed. Beams from 0.1 to 10 THz at high powers (100s of Watts)
using subpicosecond bunches of relativistic electrons exist. The available power could revolutionize THz
applications by allowing full-field, real-time image capture. This is particularly relevant for counter-
terrorism in that “T-ray” beams can penetrate plastic, concrete, and other common materials, and can
recognize and identify biological and plastic materials as well as concealed weapons. Unlike many other
forms of radiation, THz light is nonionizing. During the past decade, THz waves have been used to
characterize the electronic, vibrational, and compositional properties of solid-, liquid-, and gas-phase
materials. In addition, THz radiation could determine the structures of many complex chemicals.
Possibilities exist for inspecting packages and people at ports of entry, in order to detect and characterize
chemical and biological agents or plastic explosives, or for obtaining images through barriers such as
concrete walls.

Another exciting suggestion was to use ultraviolet (UV), infrared (IR), or electron radiation for
antimicrobial polymer surface treatments. Widespread low-level contamination accompanies biowarfare
and bioterrorism; it may even be the focus of the latter. Because advance knowledge of the timing,
location, and choice of pathogen in such incidents cannot be anticipated, it is appealing to provide broad-
spectrum, antimicrobial activity to surfaces likely to be exposed. While the idea of adding toxic entities to
surfaces is not new (consider, for example, the widely used antiseptic wipes), the ability to bind such
substances to surfaces has been elusive. Considerable progress has already been made toward technology
that transforms the nylon surface into highly active cytotoxicamines. Grafting of amines to polyester has
been demonstrated. Using this type of technology, a large number of counterterrorist applications can be
considered and were discussed in the workshop posters. Envelopes impervious to anthrax, for instance,
provide a notable example.

A very promising advance was the development of portable, fast, wide-band, sensitive spectrometers for
direct measurements of nuclear and molecular masses. A multipass time-of-flight mass spectrometer
(MTOF-MS) uses a given geometric flight path repeatedly to achieve long flight times and, thus, high
mass-resolving powers. An MTOF-MS can use all ions formed in an ion source to produce a mass
spectrum, and thus can achieve higher sensitivity than scanning mass spectrometers. The compact
geometry of an MTOF-MS allows for the design of a portable trace analyzer capable of producing a
distinctive mass spectrum in just a few seconds. Gas admixtures of 0.1 parts per million (ppm) have been
identified. It is possible to distinguish more than 90% of all organic substances from each other without
the use of time-consuming chromatographic techniques, thus reducing the time required for a full sample
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analysis from many minutes to merely seconds. Potential applications of such devices in the area of
homeland security include fast and sensitive detection of minute traces of either airborne or transported
biological and chemical hazards. Particularly noteworthy is the ability to detect conventional explosives
that are not rich in nitrogen. Furthermore, detection capability not only of conventional explosives that
readily form negative ions (as utilized in mobility spectrometers), but also of those that form positively
charged ions, allows for combination with complementary detection techniques to significantly reduce or
even eliminate false alarms.

Other ideas presented in the context of radiological threats may have relevance to conventional weapons
as well. Air sampling may prove to be useful both in forensic and early-alert applications. A variety of
analysis and detection techniques could be employed for chemical, biological, and other agents either of
direct harm or associated with the manufacture of elements of direct harm. One poster presented the
interesting idea to sample air via the regular analysis of particulate matter trapped in the automotive air
filters of municipal vehicles such as police cars and public buses which have known, regular, routes.

Another such crossover project was a report on the monitoring of a web page with nuclear data
information. The number, type, and origin of hits was presented, making it possible to see, for example,
which countries had a lot of activity from people looking up plutonium. This kind on monitoring could be
extended to chemicals involved in explosives, biological toxins, etc.

Finally, in connection with the impressive efforts in gamma-ray tracking development discussed above, it
should be stressed that “dual modality” or “image fusion” techniques between ideas presented here and
photon images should be investigated. In this approach, simply put, images obtained via a variety of
techniques are superimposed on top of one another. Different images may provide different pieces of
information, and a combined approach such as that suggested here should provide the most diagnostic
information, reducing some need for multiple separate measurements. An example from instrumentation
development for nuclear medicine is useful: x-ray information providing density profiling may be
combined with positron emission tomography (PET) imaging to provide metabolic activity information.
In this, it is evident whether or not an area of increased density, suspicious of a tumor, is highly
metabolically active and therefore truly indicative of disease. The “fused” image is more powerful then
the two images utilized separately.

E. Outlook

This brief review of the status of nuclear techniques for the detection or neutralization of contraband
explosives and drugs has enumerated a variety of techniques that can be used, and outlines the general
status of development of the technologies. Many other examples were presented in the workshop posters.
As a consequence of this survey, several areas of development look promising.

e Accelerators:

The large investment in our field in accelerator technology offers the possibility of significant
improvements in accelerator systems for these nuclear techniques. The key for counterterrorism
applications is a greater attention to requirements of reliability, portability, and ruggedness than is
usually required in research settings. Linking the technology improvements of the nuclear community
with industrial partners is likely an important component of exploiting these advances.

o Accelerator-based neutron sources—An important near-term potential for improved system
performance exists through improvement in neutron sources. For example:

Substantial advances in neutron-source technologies are expected in the next five years.

Commercial suppliers of portable neutron generators are making sources more compact and
more reliable at an impressive pace. Over the next few years the lifetime of sealed-tube DT
neutron generators is expected to increase from about 1000 to 3000 hours. Compact sealed-
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tube sources are well suited for portable systems such as those being used for searching for
car bombs.

Greater output of neutron sources will increase the stand-off distance of the detection system.
The source development work done at Lawrence Berkeley National Laboratory (LBNL) has
the promise of resulting in sources that can deliver average neutron intensities of 10° n/s for
the D(d,n) reaction and 10'" n/s for the T(d,n) reaction. These intensities are about 1000 times
greater than what is commercially available today. Similarly, basic research in increasing the
primary intensities of 5-7 MeV tandem electrostatic or similar charged-particle accelerators
would lead to increased neutron intensities via the D(d,n) reaction (with a goal of achieving
average d” currents >250-500 microamps, at 1-5 MHz, 1 ns pulsing) while retaining the
characteristic high beam quality, energy, and time resolutions: This will further advance the
high-performance neutron-based inspection systems.

o Accelerator-based gamma-ray sources

Many of the same advances in ion accelerators can greatly enhance the production of gamma-
rays for nuclear-resonance absorption and scattering measurements. One such development, a
vacuum insulated tandem accelerator, was illustrated by a poster at the workshop.

Continuous gamma-ray beams can employ the progress in basic research in electrostatic,
microtron and linear accelerator development. Significant improvement in intensity,
reliability, portability, and cost seems possible based on recent developments.

One of the major advances in x-ray and gamma-ray production has been the progress on
stimulated production systems at FELs. The JLAB energy-recovering FEL is opening new
industrial possibilities in high-power x-ray production for material processing such as the
antimicrobial surfaces discussed above. Such devices can lead to potent sources of THz
radiation for imaging. The TUNL HIGS facility at the Duke FEL provides greatly enhanced
capabilities for basic nuclear data measurements.

Detectors: The most significant improvements in detector technology are likely to arise from
developments in signal processing and tracking detectors, both for neutrons and gamma rays as was
illustrated by several workshop posters. Position and angular resolution will greatly enhance the
imaging capability over presently employed systems. For gamma-ray detectors, this is a major
research activity of the field as recently reviewed by the report of the Gamma-Ray Tracking Steering
Committee [4.9]. An example for neutron detectors would be the improved time (and therefore
position resolution in pulsed systems) that could be achieved with improved signal processing.

Nuclear data: Assessments of the basic nuclear database are needed to identify reactions where
improved data would substantially benefit existing and future inspection systems. For neutron-
induced systems this includes neutron-yield cross sections, neutron-emission spectra, and neutron
angular distributions, not only for thin target sources but also for thick targets as well. Also important
is an assessment of the neutron-induced reaction database, e.g., (n,n'y) and (n,y) reactions. This is a
task that the low-energy nuclear physics research community is well equipped to undertake in the
near term.

Advanced pattern recognition: The experience accumulated in the nuclear physics community in
identifying single or a few events in a huge background could be of potential help to the field of the
neutron-based inspection where often very weak but significant signals are to be found in a high-
background environment. Ways to use this experience need to be studied.
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e Simulations: Improved simulation tools for radiation transport is a key element of proper modeling,
device and/or proposal evaluation, and “training” of pattern-recognition algorithms. This progress
must be exported in reliable, well-documented, and easily exportable modeling packages.

¢ Education: Training scientists to effectively employ nuclear techniques is one of the most essential
functions of the basic-research community. Many of the techniques of direct application are regularly
used in low-energy nuclear experiments. Higher-energy nuclear research also has an important role to
play in accelerator, detector, analysis, and infrastructure development. A key is to open the eyes of
students and their advisors to the value of this education for counterterrorism.

This section has summarized a broad role for nuclear science in the tapestry of countering terrorists’
threats in the areas of conventional weapons and explosives. Many of these threads have significant
common ground with the role of nuclear science in countering radiological and nuclear threats discussed
in the following section. While progress is continuously being made by the broader nuclear community
and industry, the talents and developments of basic nuclear research are achieving notable short-term and
long-term advances that should be applied to these challenges. What is needed are new mechanisms to
significantly enhance the linkage of the nuclear-research community with federal, state, and local
agencies and private businesses actively engaged in countering terrorism.
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5. Report of the Radiological and Nuclear Threats Working Group

For many, the workshop provided a first contact between the nuclear physics research community and the
agencies charged with our national security. The communication begun at the workshop was an effective
start in helping define ways in which the nuclear physics community can contribute to the national-
security needs that have become even more important since Sept. 11, 2001.

The nuclear physics community provides basic research expertise, spanning universities, nondefense
national laboratories, and defense laboratories. The radiation detectors and electronic circuits currently
used to monitor radiation threats in and to the U.S. were largely developed by the nuclear science research
community over a number of years. These include Geiger counters, scintillators of sodium iodide and
other materials, semiconductor diode detectors using silicon and germanium, various detectors of slow
and fast neutrons, pulse shaping circuits, analog-to-digital converters, and multichannel analyzers. In
addition, the community has developed an arsenal of accelerator facilities supported by the DOE and the
NSF (see Table 10). Past history shows that the nuclear research community will continue to develop new
detector and accelerator systems in the future that will improve our ability to both identify and monitor
radiation threats.

The nuclear research community (and the high-energy physics community) also pioneered the use of
computers for real-time data acquisition and data analysis and developed the data-mining and pattern-
recognition techniques to identify an event of interest in a background of >10'%. In addition, the large
body of knowledge and understanding the community has gained on basic nuclear reactions and structure
is invaluable for determining how to best monitor, detect, and attribute various radiological and nuclear
threats. Nuclear scientists have served in advisory positions, are leaders in our nation’s universities and
nonweapons and weapons laboratories, have helped establish standards, and play a large educational
role—both in the research community and for the general public. The nuclear physics community is
clearly involved and has much to offer in helping to combat terrorism.

The workshop has helped to inform this research community about the highest priority goals seen by the
agencies charged with national security. As presented at the workshop these include:

e Detection of kg quantities of fissile materials, particularly ***Pu and *U in the form HEU
(> 20% isotopic enrichment of **’U). HEU presents the greatest challenge because it is harder to
detect and perhaps easier to obtain. As has been noted often in the past, HEU lends itself more
readily to improvised nuclear devices, because a gun-type weapon is comparatively easy to
design.

o Detection and identification of Curie quantities of radioisotopes, especially those used in medical
procedures, fire alarms, etc., that might be readily accessible. The threat here is the coupling of
an intensely radioactive substance to a conventional explosive creating a radiological dispersion
device, to use recent terminology of the popular press.

o Detection at a large standoff distance—I100 m compared to near distances of 1-10 m. This is
driven by the need to monitor large quantities of imports and shipments around the country.
Larger detectors with higher sensitivity would help address this goal.

o A higher signal-to-noise ratio in order to reduce nuisance alarms. We were repeatedly reminded
of the high cost of nuisance alarms requiring further examination at facilities that are already
operating at capacity.

e Lower-cost and smaller-size radiation detection systems to allow more widespread use.

e Providing expertise in radiation detection to local emergency-response personnel.
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The wide range of detector needs to meet these goals can be summarized as follows:

e sizes ranging from handheld to that of freight containers;

e distances ranging from touching to large standoff;

e monitoring times ranging from a few seconds to ocean-crossing times;
e requirements of efficiency, energy resolution, and time resolution; and

e methods ranging from passive observation to active interrogation.

There was little time at the workshop to go into much detail in the two working groups—only two
meetings of each working group were held. There is a substantial degree of overlap in the resulting
reports of the two groups—not too surprising given the fact that the participants were all nuclear
physicists or chemists with the common goal of using the community’s expertise to aid the several
agencies charged with working on issues associated with terrorism.

In an attempt to focus the discussion and to use the limited time to the best advantage, the Radiological
and Nuclear Threats working group (see membership list in Appendix IV) divided into four subgroups to
address the needs/goals presented by the agencies and to assess the possible role of nuclear research
physicists in combating terrorism. Reports from the four subgroups are presented here. These are:

e detectors and electronics;
e accelerator applications in combating terrorism;
e databases, data analysis, and simulation; and

e education and outreach.

Some of the ways in which the nuclear science research community can help to meet these needs and
goals are summarized in this report. In addition, the posters presented at this workshop’ demonstrate ways
in which the community is already working to improve homeland security.

A. Detectors and Electronics

o Overview

Detectors for gamma-ray detection, neutron detection, and detection of fissile material as well as the
associated electronics were reviewed by this group. Several techniques were identified for further
research.

e Gamma-ray Detection

Many of the security community’s needs involve the detection of gamma rays. Beyond the simple
Geiger counter that only indicates the presence of radiation, the workhorse appears to be the sodium-
iodide scintillator. This mature technology still provides high sensitivity and large volume with
moderate cost and energy resolution. The moderate resolution limits its ability to differentiate
between different radioisotopes and between natural background and potentially more dangerous
materials. An example of ongoing research progress is the development of compact scintillator-
photodetector systems for greater portability.

In contrast to the sodium-iodide scintillator, the germanium diode detector provides much higher
resolution to allow definite radioisotope identification and high selectivity above background. Some
of its drawbacks include higher cost, limited crystal size, and the need to operate at cryogenic

* http://www.sc.doe.gov/production/henp/np/homeland/posters.html
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temperatures. The recent development of a handheld germanium detector system with a built-in
refrigerator would be directly applicable to security monitoring [5.1]. An electronics challenge is to
build suitably miniaturized electronics for signal processing and local intelligence in order to provide
an instant readout of what radioisotopes have been detected.

The nuclear physics research community has worked hard on the limitation of germanium crystal size
and has gained considerable experience in operating arrays of detectors. The largest of these,
Gammasphere, uses 110 germanium crystals to obtain unprecedented sensitivity. The newest
development is gamma-ray energy tracking to greatly increase the efficiency of germanium detector
arrays. This ongoing development effort should provide important improvements applicable to the
security arena. The tracking project involves the development of segmented germanium detectors,
digital signal processing electronics, and fast algorithms. One important offshoot will be a greatly
improved Compton gamma-ray camera. Its directionality and spatial resolution would be valuable for
security monitoring.

For years the nuclear research community has recognized the need for gamma detectors whose
performance lies between that of germanium diodes and sodium iodide scintillators. Such detectors
would also be very valuable for security applications. One approach under development is large-
volume, high-pressure inert-gas (such as xenon) ionization chambers [5.2, 5.3]. These promise high
sensitivity and relatively low cost with an energy resolution better than sodium iodide, but less than
germanium,

Neutron Detection

Neutron detectors are very valuable in the search for fissile materials. Nuclear science researchers
continue to develop new high sensitivity neutron detectors. Examples are improved *He ionization
counters and °Li loaded phosphors and scintillators. Large neutron detector arrays, such as Very
Large Area Neutron Detector (VLAND) [5.4] and modular neutron array (MoNA) [5.5], have been
developed for frontier-research purposes. This technology could easily be transferred to security
applications for real-time monitoring of moving sources.

Fissile Material Detection

Fissile materials could be detected more easily by probing suspect containers with neutron or gamma
beams. However, this technique is limited by the need to avoid irradiating the general public. An
example of “thinking outside the box” is a proposal to use the ever-present cosmic-ray muons to
probe containers [5.6]. While there are many technical questions about an approach such as this, it has
been used to search for hidden rooms in Egyptian pyramids and could lead to valuable security
applications in the future.

Electronics

An integral part of all the radiation detectors is the “front-end” electronic circuits needed to extract
the maximum possible information from the sensor and to convert it to a digital format for analysis
and display. Low-noise high-gain preamplifiers, filters, and signal processors have been pioneered by
and for the nuclear science research community. Development of such state-of-the-art specialized
electronic circuits will certainly continue apace with advances in detector and electronic component
technologies.

One facet of electronics in recent nuclear experimental instrumentation that has not been exploited by
commercial vendors is large scale integration of “front-end” circuits. Custom integrated circuits have
been designed to provide over 200,000 channels of state-of-the-art signal processing at a cost of only
a few dollars per channel and very small area. This technology could have a major impact on the cost,
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size, and performance of imaging detectors for security applications. The possibility of incorporating
pattern-recognition capabilities associated with the large detector systems used by today’s basic-
research community should be further studied for application to counterterrorism issues.

Summary

The nuclear science community has already developed an impressive arsenal of detectors and
associated electronics. New and better detectors are currently under development and several of these
have been identified for further research for their potential use in homeland security. However,
significant development is still needed to translate laboratory performance to specific systems that
meet the needs of the counterterrorism community. The challenge is to design integrated detector
systems that satisfy the requirements of size, portability, cost, reliability, and ease of operation.
Continued dialogue between the nuclear science community and the agencies, followed by focused
R&D, will be necessary in order to meet the homeland-security needs.

B. Accelerator Applications in Combating Terrorism

Overview

The application of particle accelerators in combating terrorism falls into three major categories. These
are inspection, forensics or attribution, and accumulation of basic nuclear and material-properties
data. In each area a significant amount of development and, in some cases, deployment has already
been undertaken. Nonetheless, further work is required to provide reliable, easy to use tools for
inspectors; to fully develop the forensics tools needed to accurately and efficiently screen contraband
materials; and to provide the basic material data necessary to design equipment and understand the
data taken both for inspection and forensics.

Inspection

The use of accelerators to provide active probes (mostly neutrons or photons) to rapidly and
accurately inspect luggage, shipping containers, and personnel has received significant attention over
the past two decades. However, presently available systems often fall far short of the desired level of
intensity, reliability, portability, and ease of use. The desirability of interrogating ship containers will
increase the neutron or photon beam size and flux demands to levels not previously considered.

Neutron interrogation of packages in the field have used neutron radiography and thermal neutron
(activation) analysis (TNA). Recently proposed techniques include prompt gamma activation analysis
(PGAA) and pulsed fast neutron analysis (PFNA). Neutron-induced fission is an especially attractive
technique for identifying packages that contain fissile materials. In most of these applications, the
accelerator and the detector are intimately related and must be designed as a system. The conflicting
demands for these systems include small size, high flux, portability, and low cost. Neutron tube
systems are being developed to address these issues. These consist of a radio frequency (RF) -driven
ion source, an electrostatic accelerator, and a target. They produce neutrons via either D-D, D-T, or
T-T fusion reactions. Presently available compact neutron tube systems are limited in flux (10% n/s),
have operating lifetimes of less than 1000 hours, and are relatively expensive when considering
massive deployment. Recently, new laboratory sources have been developed with gains of 100 to
10,000 in flux and are of a simple design suggesting rugged reliable operation is possible [5.7]. Cost
reductions in high-voltage switching power supplies are necessary to address realistic budget
constraints and new well-engineered tube designs are needed to increase the lifetime. Neutron beams
with time structure of a few nanoseconds are necessary for neutron absorption spectroscopy.
Presently such beams are available only in large laboratory settings. However, it seems feasible to
build short, simple linac structures for field operations.
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The proposed use of photons in package inspection covers a range from a few keV x-rays to MeV
gamma-ray energies. Low-energy x-ray inspection of packages is a widely deployed technology and
is not considered in this discussion. Techniques proposed for high-energy photon inspection include
NRF, PGA, and uranium photofission. The systems in use and proposed mostly use either
bremsstrahlung or synchrotron radiation requiring electron energies of only 10-20 MeV and beam
currents with intensities generally in the few milliamperes or less. Simple, compact, and reliable linac
S-band and X-band systems are available commercially but will need to be adapted for the explicit
applications.

Forensics and Attribution

Identifying materials confiscated in terrorism incidents, during routine inspections, or found during
security raids, and their possible sources may be assisted using a number of accelerator-based
techniques. AMS may be useful in comparing trace isotopic ratios of material that may be unique to a
particular material-processing path. Measuring isotopic ratios as low as 5x10™'7 has been
demonstrated for some elements [5.8]. Detection of actinide isotopes with concentrations as low as
10® atoms/gm has been demonstrated [5.9]. Most of this work has taken place at large complex
heavy-ion linear accelerator or high-voltage tandem accelerator facilities. Recently, detection of ***Pu
was demonstrated at a small 3MV tandem AMS facility creating the possibility of actinide detection
at smaller, simpler, and cheaper installations than have been used to date.

AMS also has potential use in the identification of nuclear fuel reprocessing by monitoring the trace
concentrations of **Cl or ¥*Kr in air samples. AMS with these isotopes requires the use of relatively
large (10-30 MV) heavy-ion accelerator facilities in order to clearly separate the trace isotopes from
stable isobars. At this time, the use of existing, complex heavy-ion accelerator facilities is the only
option for these AMS measurements. Another new technique for high-sensitivity mass spectroscopy
is the ATTA system [5.10, 5.11]. Detection of ¥Kr has been demonstrated with ATTA at this point.
Neither ATTA nor AMS hold any short-term promise for a simple portable easy to use facility, but
ATTA may be considered as a large “table-top” system, albeit complex.

NRF may also be applied to forensic and attribution cases. Small portable systems using relatively
low-energy electron beams are feasible as discussed above. If high-energy gamma rays are desired,
then much higher beam energies are necessary and are not readily available. Only one facility in the
U.S. is presently capable of providing gamma rays from 2—50 MeV with intensities up to 10°
gammas/s (TUNL-HIGS). While not practical for field use, these beams can be used for specialized
interrogations, and for developing a database for NRF and other investigations.

Nuclear Data/Material Interaction Data

Improved data in many areas are desirable to facilitate a number of detection and forensic approaches
and to reduce the false positive and error rates. For example, accurate gamma-ray attenuation
coefficients are needed in order to develop the technique of gamma-ray radiography. Current values
are known to 2—3%, while values of 0.2—0.5% are needed, especially on actinide nuclei. In order to
develop and refine the technique of gamma-ray interrogation, especially for the actinide nuclei,
accurate spectra from (y,n), (y,ny), and (y,y) reactions are needed. Other requirements include
improved photon attenuation coefficients, (y, xn) cross sections, neutron absorption and scattering
cross sections, and neutron amplification in bulk materials. Existing facilities (see Table 10.a and
10.b), in some cases with enhanced beamlines or detection systems, are generally capable of providing
beams with the required characteristics.
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e  Summary

For the applications presently identified in this workshop, the properties of existing accelerator
systems have either already demonstrated the ability to deliver the required beam properties or
developments in progress seem likely to achieve the necessary capabilities. In addition, development
activities underway should soon demonstrate significantly increased neutron fluxes from simple
systems. Even higher gamma-ray energies will soon be available for measuring additional nuclear and
material properties.

Significant engineering development is needed to translate laboratory performance to specific systems
that meet the needs of the counterterrorism community. The challenge is not in demonstrating specific
beam characteristics and matched detector performance but designing integrated systems that deliver
application-specific beam parameters in a configuration that satisfies the system requirements of size,
portability, cost, reliability, and turnkey operation. Each application comes with a different set of
system specifications and therefore a different set of physics approaches and different engineering
solutions. Continued dialogue between the nuclear and accelerator community and the potential
customers, followed by focused R&D, will be necessary in order to meet the actual needs of
homeland security.

C. Databases, Data Analysis, and Simulation

e Overview

Nuclear databases’ and the supporting infrastructure built up over several decades are a significant
contribution of the field to the area of national security. These high-quality, standardized, and
validated databases, and the nuclear data evaluation community that can integrate experimental and
nuclear theory/models to produce them, are major resources.

Databases. Evaluated nuclear databases, developed over the past five decades, represent a major
national resource, largely supported by the DOE, Office of Science, Nuclear Physics Division. These
databases contain validated and standardized information on nuclear structure and decay properties,
as well as nuclear reaction cross sections. In the context of counterterrorism, they play an important
role; they are crucial components in passive and active interrogation schemes for detection of nuclear
materials. They also play an important role in emergency response “home-team” code simulation
capabilities to model (and render-safe) potential proliferant nuclear devices.

Data analysis and simulation. Nuclear databases represent a key element in data analysis and
simulation. For example, the Evaluated Nuclear Structure Data File (ENSDF) and its derivatives such
as the LBNL Table of Isotopes are of critical importance in analysis of complex spectra to identify
radioactive materials. On the other hand, reaction databases are indispensable in neutronics
calculations. For example, the Evaluated Nuclear Data File (ENDF) database is an inherent part of the
Los Alamos MCNP Monte Carlo simulation code used widely in nuclear simulations.

Organization. A major element in the U.S. nuclear data effort is the U.S. Nuclear Data Program
sponsored by the DOE Office of Science, Division of Nuclear Physics (26 full-time employees [FTE],
$4.9M in FY02). This program has lead responsibility for the structure and decay databases, as well
as an important role in the reaction databases. The U.S. Cross Section Evaluation Working Group is
focusing on development of nuclear-reaction databases. A focal point for U.S. nuclear-data activities
is the National Nuclear Data Center at Brookhaven National Laboratory (BNL), responsible for

> The databases can be accessed at http://www.ndc.bnl.gov and http://www.ie.lbl.gov.
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coordination, as well as for the archiving, maintenance, and dissemination of all nuclear physics
databases.

Accomplishments

Nuclear structure database (ENSDF). This national resource provides evaluations, based on
experimental data of nuclear structure and decay properties, for stable and unstable nuclides. This
decay information is important for identifying nuclear materials through characteristic gamma rays
and other types of radiation. This “standard” database is used widely by workers in emergency
response, counterterrorism, etc. in passive diagnostics for detection of nuclear materials. As of June
2002, the database contained information on nuclear structure properties for all known 2,898
nuclides, covering information for 130,065 nuclear levels and 187,506 gamma transitions.

Nuclear reaction database (ENDF). This database is used in simulation codes for identification of
potential proliferant nuclear weapons. This national resource is a compilation of cross sections, based
on experiment, theory, and modeling, for nuclear reactions on stable (and some unstable) nuclides.
Data libraries are available primarily for neutrons, though recent work has provided new databases for
photon and proton reactions. These physics data are used by emergency-response ‘“home teams” in
nuclear radiation transport simulation codes to construct models of proliferant devices based on
experimental measurements of neutron and gamma-ray leakage.

Nuclear Wallet Cards. These contain a subset of information from the aforementioned ENSDF
nuclear structure database, and provide a convenient and accurate “standard” set of information
needed by people who work with nuclear materials. In March 2002, the DOE Office of Security,
Nuclear Materials Management and Safeguards System adopted the Nuclear Wallet Cards as a
standard for radioactive decay data.

Ongoing activities and ideas of the nuclear data community in combating terrorism were illustrated
on three posters presented at the workshop.

o Nuclear data for homeland defense and national security. The poster summarized current
activities of the U.S. Nuclear Data Program and explained its ideas for future nuclear data
developments, including safeguards and nuclear materials management, nuclear interrogation,
stockpile stewardship and radiochemical analysis, and a new generation of reactors.

o Accurate determination of the critical mass of **’Np. Neptunium-237 is a possible candidate
for construction of an illicit fission device, being outside of the IAEA Special Nuclear
Materials Atomic Energy Act (1954) and its amendments. Substantial improvements in
nuclear data are needed for determining the critical mass of **’Np and assessing its potential
terrorist threat.

o  WWW search for nuclear terrorism activities. This is an interesting idea to use the website of
the LBNL Isotopes Project that provides the most widely used international source of nuclear
structure data. Correlations have been found between usage of the website and the location of
the users.

Summary

The nuclear data community can provide and further develop/improve standards important in
measurements of fissile and radioactive materials, such as the decay standards included in the Nuclear
Wallet Cards, and detector calibration standards. The data community can also provide new
references such as the proposed handy Wallet Card, with basic decay data for a selected list of
radionuclides, along with agency contacts in case of nuclear emergencies.
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Monte Carlo simulations are of critical importance for homeland-defense applications, and the
nuclear data community has long-term experience and expertise in this area, such as the MCNP code
and related databases like the reaction database ENDF. This expertise should be more effectively
utilized through collaborations between the transport/diagnostics communities and the cross
section/data communities, to ensure that cross-section database advances are well aligned with needs
in the counterterrorism community.

D. Education and Outreach

e  Overview

Applications of the many tools and skills of the nuclear science community to aid in combating
terrorism and its threats will require skilled scientists and technicians, current and future, and closer
connections to new communities and customers. A first need is to connect capable nuclear scientists
concerned with terrorism issues more closely to existing federal agencies charged with homeland
security. A significant step was taken at this workshop, and agencies now know quite a few scientists
they may call upon. Other efforts within our community should provide materials to enable our
community to answer questions, help meet the needs of all agencies, and strengthen our efforts in all
phases of education, in particular, increasing the “awareness” of the general public.

e Accomplishments

Previous actions taken by the basic nuclear physics research community have provided the bases for
the outreach and education needs we face. Most direct is the longstanding role of colleges and
universities in nuclear research and education that has provided a strong pool of well-educated
nuclear scientists.

Educational materials have been developed, including the Nuclear Science Wall Chart and Teachers
Guide, wallet cards from the U.S. Nuclear Data program, and web sites such as “The ABCs of
Nuclear Science.”® From the experience gained in these activities, the nuclear physics research
community is confident that its role in education and outreach relevant to homeland security can be
successfully expanded.

e Examples of Possible Future Activities

Many federal, state and local agencies are newly faced with the need to assess and address threats or
events. Many have few resources and little training. The community could provide nuclear scientists,
for instance members of the American Physical Society, Division of Nuclear Physics (APS/DNP),
with the means to assist local agencies, principally with nuclear issues, but also with advice on
applications of nuclear science that may apply to other threats. Scientists could then initiate
conversations, enhance understanding, and be ready for calls on short notice. The expertise of the
research community could be very useful in advising and training local agencies such as police forces
or fire departments on the principles of nuclear physics and the use of radiation detectors. The
specific needs could require more precise materials. The following is recommended:

o Creation of a new wallet card, with basic decay data for a selected list of radionuclides, and
agency contact telephone numbers in case of nuclear emergencies.

o Creation of informational materials suitable for a nuclear scientist to give a short course or
briefing, perhaps only one hour, to concerned but nontechnical responders or local authorities on
the principles of nuclear physics and radiation detection.

S http://www.lbl.gov/abc
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o Creation of a web site, suitable for use by a nuclear scientist, for familiarization with the issues.
This must be relevant to the likely questions arising from responding state or local agencies.

Many vendors are offering gear to federal, state, and local responders. Some may be ineffective or
inappropriate, and some may be hard to use. The research community has the expertise to review
these offerings, and needs to find ways to provide advice. The nuclear physics research community
could also assist the relevant agencies in creating a list of questions that a potential purchaser should
ask.

The nuclear physics research community develops scientific knowledge, technologies, and trained
manpower that are critically needed in developing a technically world-class and knowledgeable
workforce that can effectively combat terrorism. A significant fraction of the scientists awarded
PhD.s in nuclear physics follow career paths to defense-related nuclear research. More specific
examination of the complementary relationship between nuclear physics research and homeland
security may further enhance the perspective of this future workforce. For example, universities and
colleges might consider discussing this relationship within their current or future curriculum. This
topic could also be incorporated into the meetings and summer schools of the APS/DNP. The
Education Committee of the APS/DNP might consider developing a course for remote delivery,
suitable for credit as a special topic. University and laboratory departments may consider becoming
better acquainted with the problems and issues of nuclear terror. One way to raise awareness level is
through invited colloquium speakers.

Civic education on nuclear matters also needs to be improved. Lesson plans and teaching materials
could be prepared, and use of the Nuclear Science Wall Chart and other tools for high-school science
classes could be expanded in collaboration with schools of education.’

It is not only the U.S. nuclear research community that is concerned with terror. Avenues to include
appropriate foreign scientists into our efforts should be explored.

e Summary/Resources

The Department of Energy Division of Nuclear Physics and the Physics Division of the National
Science Foundation are the two federal agencies charged with supporting the Nation's basic research
in nuclear physics. In recent years, federal funding has not kept pace with the actual ~4% cost of
living increases for nuclear physics research at universities, national laboratories, and research
facilities. As a result, university research groups have been hard hit, with high-quality grants reduced
or terminated and many promising initiatives rejected; the number of graduate students has been
declining from its value that peaked in the early 90s. State-of-the-art accelerator facilities to address
forefront physics are essential for the U.S. to maintain its world leadership role in nuclear physics
research. The facilities are necessary not only to make progress in our understanding of fundamental
nuclear physics and generate new accelerator and detector technologies, but also to provide scientific
opportunities for discovery that generate sufficient interest and excitement to attract the brightest
students. Constrained funding has resulted in less than optimal operations and loss of personnel.

In recent years, ~20% of nuclear science Ph.D.s have chosen to pursue careers in national security.
However, as stated in the Nuclear Science Advisory Committee 2002 Long-Range Plan for Nuclear
Science, “The total number of physics Ph.D.s awarded in the U.S. has been declining in the past five
years, with a somewhat more rapid decline in the number of nuclear science Ph.D.s. Allowing this
trend to continue will imperil our leadership position in nuclear science research, as well as impede
progress in such related areas as nuclear medicine and national defense.”

7 One example of such a joint effort is found at http://www.colorado.edu/sciencediscovery.
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The federal support of the basic physical sciences should be sufficient to ensure that the nation has a
future workforce trained in the full spectrum of technologies related to the mission of countering the
terrorist enemy. Adequate support would enable enhanced education/outreach activities such as those
proposed above to be effectively implemented.

E. Summary

The greatest resource of the nuclear science community is its people—the highly trained, experienced,
and motivated researchers and support personnel who are distributed across the nation in universities and
national laboratories. This may be the greatest contribution from the basic research community to national
security.

The laboratories and universities are also equipped with a wide range of state-of-the-art accelerators and
detectors. Development is still needed to translate laboratory performance to specific systems that meet
the needs of the counterterrorism community. The challenge is to design integrated accelerator and
detector systems that satisfy the requirements of size, portability, cost, reliability, and ease of operation.
Continued dialogue between the nuclear science community and the agencies, followed by focused R&D,
will be necessary in order to meet the needs of homeland security.

In addition to developing better and more portable detectors and electronics that can be used by the
security services, the community can contribute to homeland security in a number of ways. We can give
expert advice to the agencies; provide independent, unbiased evaluations of proposals and detection
equipment and techniques; provide training; and help with attribution by using knowledge and laboratory
capabilities to identify and “fingerprint” radionuclides.

The Nuclear Data Program is an essential element in providing for national-security needs. The nuclear
data community can provide and further develop/improve standards and databases important in
measurements of fissile and radioactive materials, in Monte Carlo simulations, and in providing specific
resources such as the Table of Isotopes and the Nuclear Wallet Cards.

A big issue ahead is the education and “awareness” training of the general population. The nuclear
science community can be a prime resource for the education and outreach activities outlined in the
section on outreach. The APS/DNP could help provide the leadership to coordinate these activities
through the Education Committee.

The discussions at this workshop were a good first step in establishing a dialogue between the nuclear
science community and the agencies charged with national security. It is important to continue these
dialogues. Motivation should be maintained, and a follow-up meeting is recommended within the next
year.
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Table 1: Capabilities of the Nuclear Community Relevant to Counterterrorism

Detectors of nuclear radiation

Accelerators

Decontamination and sterilization

Forensics

Basic nuclear data

Modeling radiation transport in materials

Simulation and appraisal of new techniques and apparatus

Supervisory control and data acquisition

Data analysis and mining techniques

Expertise for proposal review, first responder and local government agency training

Training the scientific work force for future challenges

Membership in radiological assistance programs

Safeguarding the hazardous material under our control

Skills in system (detectors/accelerator) design, construction, and implementation

Table 2: Summary of Neutron-Based Interrogation Techniques

Technique Name Probing Radiation Main Detected Radiation Sources Primary/
Nuclear Secondary
Reaction Detected
Elements
TNA(Thermal Neutron Thermalized neutrons (n,y) Neutron capture y-rays | >°Cf, also CL N, SNM
Analysis) (prompt & delayed accelerator based
* sk
neutrons for SNM*) sources (ENG**) H. Metals, P, S
FNA(Fast Neutron Analysis) | Fast (high energy, usually 14 | (n,n'y) y-rays produced from ENG based on 0,C(N)
MeV) neutrons inelastically scattered (d,T)
neutrons (H) CL, P
FNA/TNA (also appears Pulsed neutron source; fast (n,n'y) + During pulse #2 + . us pulsed ENG N, Cl, S, SNM
under other names: Gated neutrons during the pulse, (n,y) after pulse - #1 based on (d,T)
TNA, or PR/TNA) thermal neutrons between
pulses H,C,0,P,N
PFNA(Pulsed Fast Neutron Nanosecond (ns) pulses of (n,n'y) Like FNA (#2) ns pulsed (d,D) 0,C,N,Cl,
Analysis) fast neutrons (prompt & delayed accelerator with Eq | Others, SNM
neutrons for SNM) ~6 MeV -
H, Metals, Si, P,
S, Others
API (Associated Particle 14 MeV neutrons in (n,n'y) Like FNA in delayed (d,T) 0,C,N
Imaging) coincidence with the coincidence with a
associa